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Abstract
When a person interacts with a display in an open area,
sensitive information becomes visible to shouldersurfing passers-by. While a person’s body shields small
displays, shielding is less effective as display area
increases. To mitigate this problem, we sense spatial
relationships between the passerby, person and
display. Awareness of onlookers is provided through
visual cues: flashing screen borders, a 3D model
mirroring the onlooker’s position and gaze, and an

indicator that illustrates their gaze direction. The
person can react with a gesture that commands the
display to black out personal windows, or to collect
them on one side. Alternately, the display will
automatically darken screen regions visible by the
onlooker, but leaving the display area shielded by the
person’s body unaltered (thus allowing the person to
continue their actions). The person can also invite the
onlooker to collaborate with them via a gesture that
reverses these protective mechanisms. This video
illustrates these and other approaches to mitigate
shoulder surfing.

Permission to make digital or hard copies of part or all of this work for personal
or classroom use is granted without fee provided that copies are not made or
distributed for profit or commercial advantage and that copies bear this notice
and the full citation on the first page. Copyrights for third-party components of
this work must be honored. For all other uses, contact the owner/author(s).
Copyright is held by the author/owner(s).
CHI 2014, April 26–May 1, 2014, Toronto, Ontario, Canada.
ACM 978-1-4503-2474-8/14/04.
http://dx.doi.org/10.1145/2559206.2579528

Acknowledgments
Funding was partially provided by the NSERC/AITF/
SMART chair in Interactive Technologies and by the
NSERC Surfnet Networks Grant.

