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Community space 
Persistent links between common rooms 
allow walk-up-and-use interactions between 
non-specific people in those rooms. 
 
Discussed in: Section 2.2.2 
 
Example system: VKITCHEN  

Office share 
Persistent links interconnecting a very 
small number of people to simulate sharing 
a single “virtual office.” 
 
Discussed in: Section 2.2.3 
 
Example system: CAVECAT  

In
te

rm
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Hallway 
Probe random locations to maintain 
awareness, like peering into open offices 
while walking down a hallway. 
 
Discussed in: Section 2.2.4 
 
Example system: CRUISER 

Telephone 
Establish a connection to a specific person 
just to engage in conversation, much like 
using the telephone. 
 
Discussed in: Section 2.2.5 
 
Example system: MONTAGE 
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Scene 1 (42s): a coffee room.  
A seated male actor reads a 
newspaper.  A second male 
enters, gets coffee, talks to the 
first person while gesturing 
over the newspaper, and then 
leaves.  A third female walks 
by the doorway.��

 
Scene 2 (25s): personal office, 
side view.  A male actor, 
glancing occasionally at his 
computer screen is eating a 
snack.  He drinks from a can, 
then reaches over to grab and 
open a bag of potato chips.��

 
Scene 3 (31s): personal office, 
view from doorway.  A single 
male actor is seen talking on 
the telephone while looking at 
his computer screen.  The clip 
ends just after the actor hangs 
up and starts working on his 
computer. ��

Scene 4 (86s): large public 
office plus counter.  A male 
actor arrives at the counter, 
and the female actor gets up 
from her desk to serve him.  
She retrieves something off 
screen, and returns.  He 
leaves just as a third male 
comes to the counter.  A fourth 
male walks by in the 
background.��

 
Scene 5 (27s): over the 
shoulder, personal workstation.  
Female actor looks at 
workstation while typing and 
moving the mouse.  On-screen 
activities, such as window 
resizing, are visible.��
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Level 1: 176×144 

 

 
Level 2: 88×72 

 

 
Level 3: 44×36 

 

 
Level 4: 22×18 

 

 
Level 5: 16×12 

 

 
Level 6: 11×9 

 

 
Level 7: 8×6 

 

 
Level 8: 4×4 

 

 
Level 9: 2×2 

 
Level 10: Unfiltered 
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·  Number of actors present 
·  Whether each actor is seated or standing 
·  Whether each actor is moving or still 
·  Gender of each actor 
·  Objects in the scene and their location within it 
·  General activity of each actor 
·  How busy or idle each actor appears 
·  ‘Tone’ of the activity i.e., from casual to serious 
·  How approachable or withdrawn each actor appears
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 Blur  Pixel  
Number of people  3 5 
Posture:    
movement 2-3  4-5 
seated/standing  3-4 5 
Gender  6-7 ~7 
Objects:    
basic 3 6 
detailed 6 7-8 
Actor activity:    
basic  3-4 5-6 
detailed 5-7 7-8 
Availability:    
busyness  5 6 
seriousness  5-6 6-7 
approachability  5-6 6-7 
Privacy protected to  5 6 
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Working at a computer : The 
telecommuter is working at a computer 
while wearing clothes appropriate for 
both home and the office (Low risk). 

 

Picking one’s nose : The telecommuter 
is working at a computer wearing clothes 
appropriate for both home and the office 
when he/she begins to pick his/her nose 
(Moderate risk). 

 

Working with no shirt on : The 
telecommuter is working at a computer 
with no shirt on (Moderate risk). 

 

Kissing a partner : The telecommuter is 
working at a computer when his/her 
partner enters the room, kisses the 
telecommuter intimately, and leads 
him/her out of the room (Moderate risk). 

 

Changing clothes : The telecommuter 
enters the room in a robe, is shown 
completely naked, and then puts on 
underwear (High risk). 
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1. SOLITUDE 
a) Physical Dimensions 

i) Interpersonal Distance 
(1) isolation to crowding 

ii) Attention 
(1) focus to periphery 

b) Psychological Dimensions 
i) Interaction to Withdrawal 

(1) anonymity and reserve to 
intimacy 

ii) Escape 
(1) refuge 
(2) fantasy 

c) Presentation Dimensions 
i) High-level Awareness 

(1) availability 
(2) accessibility 

ii) Distraction 
(1) relevance 
(2) salience 

2. CONFIDENTIALITY 
a) Information Channels 

i) Medium 
(1) aural 
(2) visual 
(3) numeric 
(4) textual 

ii) Processing 
(1) sampling 
(2) interpolation 
(3) aggregation 
(4) inference 

iii) Topic 
(1) information about the self 
(2) personally identifying 

information 
(3) activities 
(4) whereabouts 
(5) encounters 
(6) utterances 
(7) actions 
(8) relationships 

b) Information Characteristics 
i) Basic Characteristics 

(1) sensitivity 
(2) persistence 
(3) transitivity 

ii) Fidelity 
(1) precision 
(2) accuracy 

(3) misinformation 
(4) disinformation 

iii) Certainty 
(1) plausible deniability 
(2) ambiguity 

c) Information Operations 
i) Basic Operations 

(1) capture 
(2) archival 
(3) edit 

ii) Use 
(1) accountability 
(2) misappropriation 
(3) misuse 

iii) Scrutiny 
(1) surreptitious surveillance 
(2) analysis 

3. AUTONOMY 
a) Social Constructions of the Self 

i) Front 
(1) identity 
(2) digital persona 
(3) appearance 
(4) impression 
(5) personal space 

ii) Back 
(1) flaws 
(2) deviance* 
(3) idealisations 

iii) Signifiers* 
(1) territory 
(2) props 
(3) costumes 

iv) Harms 
(1) aesthetic 
(2) strategic 

b) Social Environment 
i) Social relationships 

(1) roles 
(2) power 
(3) obligations 
(4) status divisions 
(5) trust 

ii) Norms 
(1) expectations 
(2) preferences 
(3) social acceptability 
(4) conformance 
(5) deviance 
(6) place 
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4. MECHANICS OF PRIVACY 
a) Boundaries 

i) disclosure 
ii) temporal 
iii) spatial 
iv) identity 

b) Process Characteristics 
i) dialectic 
ii) dynamic 
iii) regulation 
iv) cooperation 

c) Violations 
i) risk 
ii) possibility 
iii) probability 
iv) severity 
v) threat 

d) Behavioural and Cognitive Phenomena 
i) self-appropriation 
ii) genres of disclosure 
iii) policing 
iv) reprimand 
v) reward 
vi) risk/reward trade-off 
vii) disclosure boundary tension 
viii) disinformation* 
ix) reserve* 
x) Signifiers* 

(1) implicit 
(2) explicit 

e) Environmental Support 
i) situated action 
ii) reflexive interpretability of action 
iii) constraints 
iv) transitions 
v) choice 
vi) reciprocity 
vii) liberty 
viii) refuge* 
ix) Embodiments 

(1) rich to impoverished 
x) Cues 

(1) feedback 

(2) feed-through 
5. COMPUTERS AND PRIVACY 

a) Support Methods 
i) computer security 
ii) cryptography 
iii) pseudonymity 
iv) Access Control 

(1) authentication 
(2) authorisation 

v) Content Control 
(1) distortion filtration 
(2) publication filtration 

vi) Reliability 
(1) data integrity 
(2) process integrity 
(3) stability 

b) Problems 
i) inadvertent privacy infractions 
ii) apprehension 
iii) resentment 
iv) the four ‘D’s : decontextualisation, 

disembodiment, dissociation, 
desituated action 

v) role conflict 
vi) Deliberate abuse 

(1) misappropriation 
(2) misuse 
(3) identity theft 
(4) impersonation 

c) User Interface Issues 
i) degrees of temporal/spatial 

freedom for information access 
ii) risk/reward disparity 
iii) Feedback and Control 

(1) believability 
(2) socially natural qualities 
(3) utility of privacy 

countermeasures 
iv) Effort 

(1) cognitive 
(2) physical 

v) Control Granularity 
(1) fine- to coarse-grained 

�
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(Too much privacy) 
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(Too little privacy) 

Just right  

Loneliness and boredom Stress and anxiousness Rest, release of stress 
Desperation and 

hopelessness 
Vulnerability to others, i.e., 

theft 
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confidence 
Productivity impairment and 

errors due to boredom 
Productivity impairment due 
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Fulfilment of fundamental 
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responsibility  “Looping” 

i.e., role separation failures 
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Distance Modality Interaction capabilities 

Public distance 
(>5m) 

Gross vision 
Gross assessments of posture and large gestures; facial 

expressions and gaze not visible 

Social distance 
(<4m) 

Hearing Speech content and structure 

Personal distance 
(<2m) 

Detailed 
vision 

Posture; gestures; gaze; facial expressions involving eyes and 
mouth (e.g., wink, smile) 

Interpersonal zone 
(<0.5m) 

Touch and 
smell 

Exchange, inspect, and manipulate artefacts; physical contact 
(e.g., handshake, hug); perfume 
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1) SOLITUDE 
a) Physical Dimensions 

i) Interpersonal Distance 
1) isolation to crowding 

ii) Attention 
1) focus to periphery 

b) Psychological Dimensions 
i) Interaction to Withdrawal 

1) anonymity and reserve to intimacy 
ii) Escape 

1) refuge 
2) fantasy 

c) Presentation Dimensions 
i) High-level Awareness 

1) availability 
2) accessibility 

ii) Distraction 
1) relevance 
2) salience 

2) CONFIDENTIALITY 
a) Information Channels 

i) Medium 
1) aural 
2) visual 
3) numeric 
4) textual 

ii) Processing 
1) sampling 
2) interpolation 
3) aggregation 
4) inference 

iii) Topic 
1) information about the self 
2) personally identifying information 
3) activities 
4) whereabouts 
5) encounters 
6) utterances 
7) actions 
8) relationships 

b) Information Characteristics 
i) Basic Characteristics 

1) sensitivity 
2) persistence 
3) transitivity 

ii) Fidelity 
1) precision 
2) accuracy 
3) misinformation 
4) disinformation 

iii) Certainty 
1) plausible deniability 
2) ambiguity 

c) Information Operations 
i) Basic Operations 

1) capture 
2) archival 
3) edit 

ii) Use 
1) accountability 
2) misappropriation 
3) misuse 

iii) Scrutiny 
1) surreptitious surveillance 
2) analysis 

3) AUTONOMY 
a) Social Constructions of the Self 

i) Front 
1) identity 
2) digital persona 
3) appearance 
4) impression 
5) personal space 

ii) Back 
1) flaws 
2) deviance* 
3) idealisations 

iii) Signifiers* 
1) territory 
2) props 
3) costumes 

iv) Harms 
1) aesthetic 
2) strategic 

b) Social Environment 
i) Social relationships 

1) roles 
2) power 
3) obligations 
4) status divisions 
5) trust 

ii) Norms 
1) expectations 
2) preferences 
3) social acceptability 
4) conformance 
5) deviance 
6) place 

4) MECHANICS OF PRIVACY 
a) Boundaries 
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i) disclosure 
ii) temporal 
iii) spatial 
iv) identity 

b) Process Characteristics 
i) dialectic 
ii) dynamic 
iii) regulation 
iv) cooperation 

c) Violations 
i) risk 
ii) possibility 
iii) probability 
iv) severity 
v) threat 

d) Behavioural and Cognitive Phenomena 
i) self-appropriation 
ii) genres of disclosure 
iii) policing 
iv) reprimand 
v) reward 
vi) risk/reward trade-off 
vii) disclosure boundary tension 
viii) disinformation* 
ix) reserve* 
x) Signifiers* 

1) implicit 
2) explicit 

e) Environmental Support 
i) situated action 
ii) reflexive interpretability of action 
iii) constraints 
iv) transitions 
v) choice 
vi) reciprocity 
vii) liberty 
viii) refuge* 
ix) Embodiments 

1) rich to impoverished 
x) Cues 

1) feedback 
2) feed-through 

5) COMPUTERS AND PRIVACY 
a) Support Methods 

i) computer security 
ii) cryptography 
iii) pseudonymity 
iv) Access Control 

1) authentication 
2) authorisation 

v) Content Control 
1) distortion filtration 
2) publication filtration 

vi) Reliability 
1) data integrity 
2) process integrity 
3) stability 

b) Problems 
i) inadvertent privacy infractions 
ii) apprehension 
iii) resentment 
iv) the four ‘D’s : decontextualisation, 

disembodiment, dissociation, 
desituated action 

v) role conflict 
vi) Deliberate abuse 

1) misappropriation 
2) misuse 
3) identity theft 
4) impersonation 

c) User Interface Issues 
i) degrees of temporal/spatial freedom 

for information access 
ii) risk/reward disparity 
iii) Feedback and Control 

1) believability 
2) socially natural qualities 
3) utility of privacy countermeasures 

iv) Effort 
1) cognitive 
2) physical 

v) Control Granularity 
1) fine- to coarse-grained 
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1) SOLITUDE 
2) CONFIDENTIALITY 

a) Information Channels 
i) Medium 
ii) Processing 
iii) Topic 

b) Information Characteristics 
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c) Information Operations 
i) Basic Operations 
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1) SOLITUDE 
a) Physical Dimensions 

i) Interpersonal Distance 
ii) Attention 

b) Psychological Dimensions 
i) Interaction to Withdrawal 
ii) Escape 

c) Presentation Dimensions 
i) High-level Awareness 
ii) Distraction 

2) CONFIDENTIALITY 
3) AUTONOMY 

a) Social Constructions of the Self 
i) Front 
ii) Back 
iii) Signifiers* 
iv) Harms 

b) Social Environment 
i) Social relationships 
ii) Norms 
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1) SOLITUDE 
2) CONFIDENTIALITY 
3) AUTONOMY 
4) MECHANICS OF PRIVACY 

a) Boundaries 
b) Process Characteristics 
c) Violations 
d) Behavioural and Cognitive 

Phenomena 
e) Environmental Support 
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Feature Inattention slip conditions 

autonomous activation and deactivation of 
capture 

no one is in the room -or- a non-user is in the 
room 

lightweight manual capture override is diagnosed very quickly by the user 

blur distortion filter see previous case studies 
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Social and Organizational Context 
·  Who are the users of the system? Who are the 

data sharers? Who are the data observers? 
·  What kinds of personal information are shared? 

Under what circumstances? 
·  What is the value proposition for sharing 

personal information? 
·  What are the relationships between data 

sharers and data observers? What is the 
relevant level, nature, and symmetry of trust? 
What incentives do data observers have to 
protect data sharers' personal information? 

·  Is there the potential for malicious data 
observers? What kinds of personal information 
are they interested in? 

·  Are there others stakeholders or third parties 
that might be directly or indirectly impacted by 
the system? 

 
Technology 
·  How is personal information collected? Who 

has control over the computers and sensors 
used to collect information? 

·  How is personal information shared? Is it opt-in 
or opt-out? Do data sharers push personal 
information or do data observers pull 
information? 

·  How much information is shared? Is it discrete 
and one-time or continuous? 

·  What is the quality of the information shared? 
With respect to space, is the data at the room, 
building, street, or neighborhood level? With 
respect to time, is it real-time, or is it several 
hours or even days old? With respect to 
identity, is it a specific person, a pseudonym, or 
anonymous? 

·  How long is personal data retained? Where is it 
stored? Who has access to it? 


�����@<�>IN������
��������
���
�$��4����	��
-�����
���������������



;@D�

�

	�
�����
�� �
���� ���	�� ����� ����� �
�� �����


�����������������
���	�
�������
������I

���
�� ��
�$�� ������� ��� �
������ ��
�I

	�

��� ��� ��
�� ���� ��� ���� ��	�� ����� ���� ���

����  ������
�� ����� �
� ��
�$�� �
�������

�����������������������#�	������
����������

�
� �������
�����
� ��� �� 	������
�� �������

�����
��"
� ���� ��
��� ��������� ���� �
������� �
�

�����	���������������������
���	��
����������

���������
�� ����� ������ ��
�$�� ������� "�

	������� ������ �
������� ������� ��� ��� ��
�

������������������������������
���������
��

����� ���� �/���	��� �
��
�� ��� �����
�� �����

������������������������

@<�;�@ 4�������
�

+����
�� ��� ����  ������
�� �
� ���� �
������� ���������� %
������@<�>� �
��@<�C)�� ��� ��� ������������

�����
�������2�����	�3����	�
	�������
��������������� ����/	��������� ���5����/��"�/� �����������

��"�/.�� � �
�� �./���2� � ���� ��� ����	����� ����� ���� 
��� �
������� ��� ����� ��� �� �� �����������

&�������
��
�����������
�������	��������
����������� �
�	�
����
���������
�����������������������

��������	��	�
���������
����
������������������
	����
 �����
�/���������������
��������"������
�������

���� ��	�������� ������ ����� ������ ���� ��	���
��� 
���� � ���� �������
��� 	�
	����� 	�

�	���� ���

	�
����
�������� ����� ���� �/���	����� 	�
�������� �
� ��
� $��  ����������� �
������� ����������� �����


������� ���:=��8���� /����9�55� � �
�� ������� ���/��" �� &�������
��
����� �
� ���� ��	��������

������ �
������� ������� "� ���� ������ ������ 	�
	����� ���� � �
���� ���� 2��!������ �5 � �����	�� �
��

��2�./��������������� �	�����������"
�����
�/���������������
��������"������������ 	��������������

����� ������ ���� ��	���
�� �
� ������ ��� ����� 	�������� 	� ������� ��� ����� ��
�$�� �
�������

�������������������

Managing Privacy Risks 
·  How does the unwanted disclosure take place? 

Is it an accident? A misunderstanding? A 
malicious disclosure? 

·  How much choice, control, and awareness do 
data sharers have over their personal 
information? What kinds of control and 
feedback mechanisms do data sharers have to 
give them choice, control, and awareness? Are 
these mechanisms simple and understandable? 
What is the privacy policy, and how is it 
communicated to data sharers? 

·  What are the default settings? Are these 
defaults useful in preserving one’s privacy? 

·  In what cases is it easier, more important, or 
more cost-effective to prevent unwanted 
disclosures and abuses? Detect disclosures 
and abuses? 

·  Are there ways for data sharers to maintain 
plausible deniability? 

·  What mechanisms for recourse or recovery are 
there if there is an unwanted disclosure or an 
abuse of personal information? 
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